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Research on models of network security evaluation and analysis
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Abstract: Network security assessment helps to grasp the current and future risks of the network information system
clearly, and gives corresponding security suggestions and countermeasures. Model of network security assessment
and analysis is an important research direction and content, for which there is no review to give a comprehensive
summary or analysis. A review of common network security evaluation and analysis model was given. The model
that focus on attack was introduced, such as the attack tree, attack graph and kill chain, then the model that focus on
network defense or offensive and defensive interaction was explained, such as attack surface, cyber epidemic model,
Petri nets and automation machine, giving introduction to the basic concept, application field, modeling analysis
process, advantages and disadvantages of the models. Then, typical examples were given to illustrate the application
of the models in network defense technology evaluation and analysis.
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